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Substitution Ciphers
Sherlock Holmes

Playfair and ADFGX ciphers
Block ciphers

Binary Numbers and ASCI|I
One-Time Pads




60 BC - Caesar used encryption
790 AD - First writing (by reference)
1200 AD - Roger Bacon describes methods
1518 AD - First printed book on cryptography
1861 AD - 1st U. S. patent issued
1927 AD - Used during prohibition by criminals
1942 AD - Wartime use (Germany/Japan/US)

Today
Conventional Cryptography (symmetric key)
Public Key cryptography (asymmetric key)

* Besides encryption, there are many other cryptographic
algorithms and schemes: e.g. proof of knowledge, digital
signature, message authentication, secret sharing, etc.




e Mono-alphabetic substitution
 Poly-alphabetic substitution

Ciphertext: ~ AIPGSQIXSGMXCYRMZ IVWMXCSJLSRKOSRK

AR EEREEREERERA

Plaintext:  WEMEOQEVOEMVIAYRMEEVUMVASH IORAAORA

...can you write a computer program to automate this cracking machine?...




shift cipher can also be described as
Encryption E,(x) = x + K mod 26
Decryption D, (x) = X - K mod 26
for English alphabet by setting up a correspondence between
alphabetic characters and residues modulo 26.

e Kis the Key
e When K=3, the shift cipher is also known as Caesar Cipher

ABCDEFGHI KLMNOPQRSTVX
DEFGHI KLMNOPQRSTVXABZC

Y, =(X, +Z,) mod21
(A=0,B=1...) (z,=3)




e Example:

Trial 1
Trial 2
Trial 3

Plaintext -
Hence K=4.

eyword:
¢ Plaintext:

Ciphertext - mjaiamwlxsvitpegipixxivw

lizhzlvkwruhsodfhohwwhuv (shift backward by 1)
khygykujvotgrncegngvvgtu (shift backward by 2)
Jogxfxjtiupsfombdfmfuufst (shift backward by 3)

ifwewishtoreplaceletters (shift backward by 4)

thiscryptosystemisnotsecure

7 8 18 2 17 24 15 1
28 15 7 4 17128 15 741§|

15 23 256 6 8 0 23 8 21 22 15

19 4 12 8 18 13 14 19 18 4 2
8 157 a4 172

1 19 19 12 9 15 22 8 25 8 19

20 17 4
2 8 15
22 25 19




Q Encipherment: v, = (X, + Z,) mod 26

0 Decipherment: X, =(Y, —-Z,) mod26

Message PARI'S VAUT BIEN UNE MESSE

TRAIETE
DES CHIFFRES

OV SECRETES
MANIERES
D'ESCRIRE:
PAR
BLAISE DE VIGENERE,

Bo\rnn:nnls’

%7

A PARIS,
Che Apsr L'ARGELIER, au premice pillics
dels grand Salle da Palb.

AVEC PRIVILEGE DY ROY.



012 3456 7891011121314151617 18192021 22232425

P—15

L—>11
15+11

0mod 26




DEPARTMENTOFCOMPUTERSCIENCE

» A key is a random permutation of the alphabetic characters.
"BO g lb|c|d]|e ili|k|1l]|m
X|NYAH| ZIQ|WBT

!
)

* Maybe... also write a computer program to try them all exhaustively...
(so-called Brute-force Attack)

e Calculation: suppose we have one million 3GHz PCs can try 3 billion
permutations per second, the machines will take 4263 years to try all
26! permutations.




Foweve DIC U

letter frequencies.

Character Frequency Attack letter probability letter probability

« in most languages, letters S -gfl*g 2‘) -g%
are not equally common c 028 p 019

e in English, e and t are by D .043 Q .001
far the most common E :gg; g :ggg
letters G .020 T .091

ABCDEFGHI JKLMNOPQRSTUVWXYZ

« May also be useful to consider sequences of two or three consecutive letters

called digrams and trigrams, respectively.




ED, ON, ES, ST, EN, AT, TO, NT, HA, ND, OU, EA, NG, AS, OR, ..
e e.g. common trigrams (in decreasing order): THE, ING, AND, HER,
ERE, ENT, THA, NTH, WAS, ...

Exercise: Ciphertext obtained from a substitution cipher

YIFQFMZRWQFYVECFMDZPCVMRZWNMDZVEJBTXCDDUMJ
NDIFEFMDZCDMQZKCEYFCJIMYRNCWICSZREXCHZUNMXZ
NZUCDRJIXYYSMRTMEY T FZWDYVZVYFZUMRZCRWNZDZJJ
XZWGCHSMRNMDHNCMFQCHZIMXJ ZWIEJYUCFWDINZDIR

monoalphabetic.
« Small key space (O(n) for Shift Cipher)
» Vulnerable to statistical attacks (Substitution Cipher).
e Alternative: Polyalphabetic Substitution Ciphers

* We want large key space and less vulnerable to
statistical attacks
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Holmes Adventure.

2928202+ 21 9¢

“Speaking roughly, T, A, O, I, N, S, H, R, D, and L are the numerical order in
which letters occur; but T, A, O, and | are very nearly abreast of each other,
and it would be an endless task to try each combination until a meaning was

http://camdenhouse.ignisart.com/canon/danc.htm

AT ELR IGES ELSIE PREPARE TO
MEET THY GOD
AP ./ rf P Lr [r_, r/
f?—\ SO eSS /

;r‘. (/(,fl/

G JpEossill
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Multiple letter encryption mapping two letters into

a two cipher letters. Masks the symbol frequency
better than simpler ciphers. Used by British in the Boer
War, WWI, and to some extent in WWI1I.

Maps letters into a 5 x 5 matrix (Z is omitted) and

12



1. If pair is in same row, cipher pair is two letters to the
right wrapped to left column (IG = HF; XB = QL).

2. If pair is in same column, cipher pair is below, wrap to
top (FQ =SP; UN = VH; FS = SR).

3. If pair is at corners of a rectangle of letters, 15t encrypts

13



: Transpose one plaintext character into a limi
2-character symbols (tge inner matrix can be changed):
—~—

= (S

G
r
d

A X T

A
D

o oO

o s P>

X ¢ TS
CDBQJ_Q
T O v X
\_.—QQ_
Er—l-—h<‘

forced becomes:

14



ive character groups. For the message on the previous

FADXF XAXFD GFXFG GGDAD XAXDF DGDXD
FGGXG XXXAX GXAAA DGFAA GGGAA AADAD
FXXGA GGFAX FGXDF GFGAA XFXXD AXA

Not very strong. A Frenchman broke it in 3.5 months.

slide (forced to retreat ten km to abbeville few casualties):
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and
d.(c)=ck™,
where all operations are performed in [ ,,.

O As well as Vigeneére, this cipher is polyalph
abetic.

l1|1|1|1(12|1(1|2|2|2|2|2|2
3(4(5(6|7|8[9|0|1(2(3[4]|5
O To encrypt a message using the Hill Cipher one should perform t

he following sequence of steps:

» Using the table, plaintext message has to be expressed as se
quence of integers in such a way that p = (p;, ..., p,)

» The key is an m>m matrix

» The resulting ciphertext ¢ = e (p) = p>k will be a string (c,, ...

16



d We are given the following ciphertex

U To decrypt the C|phertext produced with the Hill Clpher one
should apply the inverse linear transformation 4.

7 - 7 2
k™*=(11x7-3x8)" 3 = 3 ,
-8 11 18 11

Q 3x3 Hill cipher: = (Ky,p; + KyoP, + Ky3p3) mod 26

Cy = (Ky1Py + Ky, + Kysps) mod 26
C3 = (K31Py + KgaP, + Kazps) mod 26

O C =Ex(P) = KP; P=Dy(C)=K-1C = K-KP =P
U m x m Hill C|pher hides (m 1)-letter frequency info

17



Vernam Cipher (1918)
e Works on binary string rather than letters

* Ci=P, @K,
where K; is chosen randomly

ny tests of “randomness”

18



O Five Basic Test Criterion (Menezes)
» Frequency Test : 0, 1 distribution (~ideal=N/2)
> Serial Test : 0/0, 0/1, 1/0, 1/1 distribution (~ideal=N/4)
» Poker Test : 00, 01, 10, 11 distribution (—~ideal=N/8)

oduce a long random-like sequence
U Suitable criteria to have are [PARK88]:
» T,: function generates a full-period
» T,: generated sequence should appear random

» T, efficient implementation with 32-bit arithmet
ic

19



¥
DT » EDE
1
E ={;:} = EDE =i
1
b 4
Vi » = EDE

» For i1=1 to «
> X;=(X;_1)? mod n
> B;j=X; mod 2
v'where n=p.q, and primes p,q=3 mod 4
U Unpredictable, passes next-bit test
U Security rests on difficulty of factoring N
U Is unpredictable given any run of bits

20



Xi

F

20749
143135
177671

97048

89992
174051
80649
45663
69442
186894
177046

O 0 ] D w0 = O e

=]

SO - —— & 5 — ~

Xi

w

137922
123175
8630
114386
14863
133015
106065
45870
137171
48060

»can produce sequences of large period.

»can produce sequences with good
statistical properties

»can be readily analyzed using algebraic
techniques

21



by | By | By | B, —

% ),__,4')/_’/-\/—’—‘ Output Bit

N

» feedback shift register is consisted of:

U nonsingular . degree of C(D) =L
U singular . degree of C(D) <L
Q /nitial state

alif C(D) is primitive polynomial of degree L,
then <L,C(D)> is called a maximum-/length

22



U Rotor machines were using a substitution cipher,
which was rotated each cycle. Actually this idea w
as already used during the American Civil War.

U The best well known rotor
machine is Enigma.

econd would turn the third.

U A number of additional mechanisms
were used to make the cipher more

Secure.

U However incorrect usage of the device allowed Alli

23



mapping for the next letter ...

UThat is what we did with Vigenere

UAdd additional encodings. Rotate from a
fixed starting point through 26 positions of
the first set of columns, then iterate a

second set of columns. Now have 676
different mappings.

Alfounad L9910 anad oouo 2 pPale 0
to one invented in Holland also. He added
a reflecting cylinder, which allowed the
same machine to encode and decode. He
called the machine enigma, from the Greek
for riddle.

U The enigma used by the Germans in WWII
had three rotors, and later four.




Hoon-Jae Lee
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Many savages at the present day regard
their names as vital parts of themselves,
and therefore take great pains to
conceal their real names, lest these
should give to evil-disposed persons a

26
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ciphertext

U key - info used in cipher known only to
sender/receiver

U encipher (encrypt) — converting plaintext to ciphertext

U decipher (decrypt) - recovering ciphertext from
plaintext

(I cryptog?raphy - study of encryption
principles/methods

v’ Transposition
v Product
» The number of keys
v'symmetric, single-key, secret-key, conventional encryption
v asymmetric, two-key, public-key encryption
» The way in which the plaintext is processed
v'Block cipher
v/ Stream cipher

27



Uor conventional / private-key / single-key

Usender and recipient share a common key

Qall classical encryption algorithms are
private-key

Uwas only type prior to invention of public-

Secret key shared by Secret key shared by

sender and recipient sender and recipient
— Transmitted —
= ciphertext =

Plaintext
output

Plaintext
input

Eneryption algorithm Decryption algorithm
(eg., DIES) (reverse of encryption
algorithm)

28



»a strong encryption algorithm
»a secret key known only to sender / receiver
Y= EX)
X=DJY)
Uassume encryption algorithm is known

» Ciphertext only attack

» Known plaintext attack

» Chosen plaintext attack
» Chosen ciphertext attack
» Chosen text attack

U Types of security

29



Uknown plaintext

» know/suspect plaintext & ciphertext to attack cipher
U chosen plaintext

» select plaintext and obtain ciphertext to attack cipher
Uchosen ciphertext
» select ciphertext and obtain plaintext to attack cipher

Qassume either know / recognise plaintext

Number of Alternative Time required at 10
Key iz (hits) Keys ‘Time required at | eneryption/ps encryptions{ps
i g3l 2 s = 35.8 minules 215 milliseconds
3% 2 =7 2x (0% 28 s = 1142 years 10:01 hours
1% 2 = 3y 10 20 s = 54w 10% years S 10" years

168 268 =37 1% 26 g = 59 10 years 59 107 years

2 characters
(permutation)

2= 4w 102 2 10% s = 6 x 102 yeurs b x 10 yeurs

30



VallaDIE c DI E Ol D€ DIoKe

since the ciphertext provides insufficient
information to uniquely determine the
corresponding plaintext

Ucomputational security

»given limited computing resources (eg
time needed for calculations is greater

»using only a subset of letters/words in a lon
ger message marked in some way

»using invisible ink
»>hiding in LSB in graphic image or sound file
Qhas drawbacks

31



» Character marking, Invisible ink, Pin punctures,
Typewriter correction ribbon

U Drawbacks
> A lot of overhead,

» Hill Cipher
» Polyalphabetic Cipher

U Transposition Techniques
» Rotor Machines

32



Qor if plaintext is viewed as a
sequence of bits, then substitution
involves replacing plaintext bit
patterns with ciphertext bit patterns

Qfirst attested use in military affairs
Ureplaces each letter by 3rd letter on

Uexample:
meet me after the toga party

PHHW PH DIWHU WKH WRJD SDUWB

33



» Letters of plaintext = Other letter or by
numbers or symbols

» Caesar cipher
vPlain : a bcd .. .. Xy z
vCipher: D E F G ... .. ABC
v'Encryption algorithm
C=E(p)=(p+k) mod 26, k=1,2,...,25

L V N U 9

Omathematically give each letter a number
abcdefghijk I m
0123456789 10 11 12
n op qgr s tuwvwXxy Z
13 14 15 16 17 18 19 20 21 22 23 24 25

Qthen have Caesar cipher as:

34



Uonly have 26 possible ciphers
»A maps to A,B,..Z

Ucould simply try each in turn
Ua brute force search
Qgiven ciphertext, just try all shifts of letters

P
random ciphertext letter
Lhence key is 26 letters long

Plain: abcdefghijklImnopgrstuvwxyz
Cipher: DKVQFIBJIWPESCXHTMYAUOLRGZN
» Example

35



secure
Qbut would be MWRONG!!!
Uproblem is language characteristics

- plaintext :abcdefg ... z
- ciphertext: kzgwjsm ... n
» Attack: frequency attack
- “e” possibility-12.75%, t-9.25%
r-8.5%,n/1-7.75% ...




Uletters are not equally commonly used

Uin English e is by far the most common
letter

Othen T,R,N,I,O,A,S

Qother letters are fairly rare

Qcf. Z,J,K,Q,X

Uhave tables of single, double & triple letter

37



ciphers do not change relative letter frequencies
Qdiscovered by Arabian scientists in 9t century

U calculate letter frequencies for ciphertext

U compare counts/plots against known values

Qif Caesar cipher look for common peaks/troughs
» peaks at: A-E-I triple, NO pair, RST triple

EPYEPOPDZSZUFPOMBZWPFUPZHMDJUDTMOHMQ
Ucount relative letter frequencies (see text)
Uguess P & Z are e and t

Qguess ZW is th and hence ZWP is the

U proceeding with trial and error fially get:
it was disclosed yesterday that several informal but
direct contacts have been made with political
representatives of the viet cong in moscow

38



Securl

Uone approach to improving security
was to encrypt multiple letters

Uthe Playfair Cipher is an example
Qinvented by Charles Wheatstone in

Qfill in letters of keyword (sans duplicates)
Qfill rest of matrix with other letters

Ueg. using the keyword MONARCHY
MONAR
CHYBD




1. balloon=>balx lo on
C H Y B D
2. AR=>RM
F G 1N | K
3. MU=>CM
4,

HS =>BP, EA => IMIIM

. if both letters fall in the same row, replace
each with letter to right (wrapping back to
start from end), eg. “ar" encrypts as "RM"

. if both letters fall in the same column, replace
each with the letter below it (again wrapping
to top from bottom), eg. “mu" encrypts

to IICMII

. otherwise each letter is replaced by the one in

40



Uwould need a 676 entry frequency table to
analyse (verses 26 for a monoalphabetic)

Qand correspondingly more ciphertext

Lwas widely used for many years (eg. US &
British military in WW1)

ill cipher takes m successive plainte
substitutes for them m ciphertext letters.
= For m = 3, Hill cipher can be described as follows
Cy = (KyyPy + KioP, + Ki5P2) mod 26
C, = (Ky Py + KyoP, + KyaP2) mod 26
C; = (Kg1P; + Kg,P, + K35P2) mod 26
= This can be expressed in term of vectors and matrices :

41



C, Ky K K| | Py
C,| = | Ky Ky Kyl | Py
C, Ka1 Kao Kgg ) | Ps

> C = Ex(P) = KP
> P=DK(C) =K'C=K'KP=P

U makes cryptanalysis harder with more
alphabets to guess and flatter frequency
distribution

Quse a key to select which alphabet is used
for each letter of the message




Usimplest polyalphabetic substitution cipher
is the Vigenére Cipher

Ueffectively multiple caesar ciphers
Ukey is multiple letters long K = k1 k2 ... kd
Qith letter specifies it" alphabet to use

Uuse each key letter as a caesar cipher key
Uencrypt the corresponding plaintext letter
Qeg using keyword deceptive

key: deceptivedeceptivedeceptive

plaintext: wearediscoveredsaveyourself
ciphertext:ZICVTWQNGRZGVTWAVZHCQYGLMGJ




Qa Saint-Cyr Slide is a simple manual
aid
»a slide with repeated alphabet
»line up plaintext ‘A" with key letter, eg 'C’
»then read off any mapping for key letter

Uhence letter frequencies are obscure
d

Ubut not totally lost

Ustart with letter frequencies
»see if look monoalphabetic or not




through the plaintext message

U Vigenere cipher

» The 26 Caesar ciphers, with shifts of 0 through 25

> Key letter

ABCDEROGHIITK LAINOPQRSETLIVWW XY Z

CAREALLTELELEFLE LR LT LLY-HY

ABCDERPGH IR AN OPQRSTLIVW XY Z
BCDEAGHE TR LA NOPOQRSTUVYW XY ZA
CDEFGH TSR LA NOPQRSTLIV I XY ZA8
D EGEH T LA WO POQRSTO VYW XY 24 B0
AT T T LA N PO RS TV Y A BRCTEY
P TR LA NO PQRSTLIV I XY ZAB8CIDE
TR LA NOPQRSTUV W XY ZABRCIDIE R
PSR LA NGO PQRSTLIV W XY ZARCDENCG
T AL WO POQRSTIIVIW XY Z.ABCIPEFCGH
TR LA NOPOQRSTIIVI XY ZABCDDEFCGHT
LM WO POQRSTUV W XY ZABCI VIS RO T
LA NOPOQRSTUVIR XY ZABCIVIE PG TR
A NOPORSTIIVIR XY ZABCDVESQET TR
NCOPORSTUVIW XY ZABCDERNGH TSR LAT
PO RSTEV I XY ZARC IS FCH TR N
QRS TL VW XY Z AR T TR LA NCr
DRSTLN W XY ZABCDEFCIE TR LA NO P
RETLIVW XY Z AR ECH T TR LA NOPC
STV NY ZABCIDENCGHT TR LA NGO POQIR
TV W XY ZABCDEFCGR TR LA SNOPORS
LIV XY ZABCIDDEFGHT TR LA NOPOQIRST
VRN Y A I IS T T LA N O PO RSTET
W XY ZARCDENCHT K LASNCOPOQRSTLIV
KY ZABRCDEFCHTIK LA NOPOQRSTLTV A
Y EARCTDEINGH T IR LA NGO PO RSTIIV TN
EABRCDERCGHT PR LA NOPQRSTLTY WY
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Key: deceptivedeceptivedeceptive
Plaintext: wearediscoveredsaveyourself
Ciphertext: zicvtwgngrzgvtwavzhcqyglmgj

U Strength
> Multiple ciphertext letters for each plaintext letter

Key: deceptivewearediscoveredsav
Plaintext: wearediscoveredsaveyourself
Ciphertext: zicvtwgngkzeiigasxstslvvwla

O Vernam cipher - Perfect secrecy
> Gilbert Vernam(1918)
» Length (Plaintext = Keyword)

46



perioc

Uso find same plaintext an exact period
apart

Qwhich results in the same ciphertext
Qof course, could also be random fluke
Qeg repeated “VTW” in previous example
Usuggests size of 3 or 9

QVigenere proposed the autokey cipher

Owith keyword is prefixed to message as key
Uknowing keyword can recover the first few letters
Uuse these in turn on the rest of the message

U but still have frequency characteristics to attack
Ueg. given key deceptive

a7



secure
Ucalled a One-Time pad

Qis unbreakable since ciphertext bears no
statistical relationship to the plaintext

Usince for any plaintext & any ciphertext th
ere exists a key mapping one to other

Uthese hide the message by
rearranging the letter order

Uwithout altering the actual letters
used

Ucan recognise these since have the
same frequency distribution as the

48



Uthen reorder the columns according
to some key before reading off the

rows
Key:
Plaintext:

C 0 ~+Ww
=1 (! (i
~T ON
=0 0O O
-5 X O
™~ ® T N

00 o H

off as a sequence of rows
» Ex) meet me after the toga party

m e matr htgopry
et e feteoaat

» MEMATRHTGPRYETEFETEOAAT

49



» Example
Key : 4 31 2 56 7
Plaintext:ta t t a c k p
O s tp one
d unt i | t
W 0 a mxy z
Ciphertext :

TTNAAPTMTSUOAODWCOIXKNLYPETZ

Ueg. write message out as:
mematrhtgpry
etefeteoaat

Qgiving ciphertext

50



Uhence consider using several ciphers in
succession to make harder, but:

» two substitutions make a more complex substitution
» two transpositions make more complex transposition

» but a substitution followed by a transposition makes
a new much harder cipher

» German Enigma, Allied Hagelin, Japanese Purpl
e

Qimplemented a very complex, varying subst
itution cipher

Qused a series of cylinders, each giving one
substitution, which rotated and changed af
ter each letter was encrypted

51



direction of motion

y

direction of motion

v

26 | |1 A A
1 i |2 B > B
| 26- 150 [2 6| |3 %] C |26,
D1 1 3 4 4 17| D Dl
E|2 1C] I 151 |5 —20| E-- El2
F|3 1of s 3| |6 2|F F|3
al4 14| |6 | |7 0|6 Gl4
H| 5 —+—26 T — 12 8 3| H H|5
1|6 20| |8 3] |9 13] 1= 1|6
17 gl | 5| |0 1l 1 1|7
K| 16 |10 16| |11 1| K K|s
L9 7l | 2| |2 3| L Ll
M| 10 22| |12 SR I EE & o] BV) M|10
N1 4 13 19 14 24| N N1
o112 11 14 11 15 9| O ol1z
Pl 13 3 1] 18 16 2] P Pl13
Q|14 17 16 25 17 251 Q Q14
Rf1s a|l |17 24| |18 16| R r|1s
s|16 1z [s 13| |e 19] 8 s|ie
7|17 23 19 7| |20~ 6l T i L
vl 18 18 20 10 21 15| u upis
v 2 v v
Wi =25 w w
X| 6 X X
Y 24 ¥ Y
Z| 13 17 z z

26 20 26
1 1 1
15 2 6 2 18
1 3 4 3 26
19 4 15 4 17
10 5 k3 5 20
14 6 14| 6 22
—H—26 7 — 12 7 10
20 8 23 8 Bl
8 9 3 9 13
16 10 16 10 11
7 11 2 11 4
22 12 22 12 23
4 13 12 13 &
11 14 11 14 24
5 15 18 15 92
17 16 25 16 12
9 17 24 17 25
12 18 13 18 16
23 19 T 19 19
18 20 10 20 6
—25
6 23
~— 24
13 17 25

slow rotor medium rotor

(a) Initial setting

slow rotor

medium rotor fast rotor

{b) Setting after one keystroke

¥

N—<><£<c;1m:oaoz!ra._._:o-nmunm:b

» Three Cylinders : 26 X 26 X 26
» Four Cylinders : 17,576 X 26
» Five Cylinders

1 456,976 X 26 =

17,576
456, 976
11,881,376
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My pictures at Cryptography Co,, USA, 2002

My pictures at Cryptographyv-Co.USA _2002
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»monoalphabetic substitution ciphers
»cryptanalysis using letter frequencies
»Playfair ciphers

» polyalphabetic ciphers
»transposition ciphers
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